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Abstract

This article explores the possibility of integrating some of the most referenced ICT Management
Frameworks in managing ICT infrastructure in the banking sector. This was done by identifying
core components that it should address and the related frameworks that need to be applied at each
component. In this context, this article is also prompting further research in managing ICT infra-
structure through an integrated ICT Management Framework.

Information and Communication Technology (ICT) infrastructure needs to be regarded as the
integration of different components that interact with one another directly and indirectly for sus-
tainability of organisation’s objectives. For the organisations that rely intensely on ICT, such as
in the banking industry, it is a necessity to develop practices and tools such as integrated ICT
Management Framework that collect best practices found in different ICT Management Frame-
works and combine them to business objectives that direct ICT strategies, technologies, and man-
agement practices for better management of ICT infrastructure.

This research was conducted by applying the qualitative research method and interviews as a
technique for the collection of data from participants. It was found that the ICT Management
Framework is not a new topic in the South African banking industry, but its application is a sub-
ject matter which every individual bank applies according to their requirements. Banks in SA in
general do not address the question of integrating frameworks and indirect components that con-
tribute to the success of ICT applica-
tions in the framework.
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Integrated ICT Management Framework

Introduction

According to Araya, Chaparo, Orero and Joglar (2007) and Cordis (2007), the integrative view on
ICT infrastructure refers to the inclusion of elements that directly deal with ICT and organisation
such as direct ICT human resources, ICT technological infrastructure, ICT proprietary resources
(protected patent, and copyright), and ICT budget. Indirect resources include personnel outside
ICT department as management, culture of the organisation and its structure, relationship with
business partners, and budget outside the ICT department that provides training for employees in
general. All these resources combined, not only direct resources but also other resources, sustain
the success of ICT with the organisation and contribute to the competitive advantage of the or-
ganisation.

Lucas (2005, p. 5) mentions that the key to success with technology is not the technology per se
but the ability to manage it well. The same is the view of Caruso (2003), with emphasis on the
implementation of security policy to safeguard IT infrastructure. Concerning the management of
ICT infrastructure, many tools have been developed including the use of different best practices
presented in frameworks such as Information Technology Infrastructure Library (ITIL), Control
Objectives for Information and Related Technology (COBIT), Capability Maturity Model
(CMM), and International Organisation for Standardisation (ISO) 17799. These four frameworks
are some of the different frameworks that incorporate useful best practices used in managing ICT
infrastructures in different businesses sectors including the banking sector, which is the focus of
this article.

Although many authors, including organisations, such as IT Governance Institute (2007), mention
that as all frameworks complement each other, users can benefit from using the COBIT content as
an overall approach to and governing IT, together with more detailed standards such as ITIL for
service delivery, CMM for solution delivery, and ISO 17799 for information security. None of
them, to our best knowledge, have proposed how they fit together in a single management
framework that can allow a holistic view when applied to ICT management.

In this article a formal research process will be applied, which is described in the research design
section. The objective was to explore the necessary components that ICT Management Frame-
works needs to incorporate for better management and control of ICT infrastructure.

Literature Review

The first step in this literature review is to describe the ICT Management Framework, and then
briefly provide an overview of the four frameworks.

In general, a framework is a set of beliefs, ideas, or rules that is used as the basis for making
judgment and decisions (Hornby, 2000, p. 471).

An ICT Management Framework is a management tool that provides the ICT organisation with a
precise guideline of best practices and proved standards that need to be addressed for successful
technical, organisational, and legal management of ICT service delivery in support of business
strategies and operations (Barton, 2003, p. 32; Turban, Rainer, & Potter, 2005, p. 36; Thamhain,
2005, p. 6).

According to the IT Governance Institute (2005) the effective adoption of best practices can pro-
vide many benefits, especially in the area of advanced technology. These include:

- Avoiding re-inventing the wheel;
- Reducing dependency on technology experts;
- Increasing the potential to utilise less-experienced staff if properly trained;
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- Making it easier to leverage external assistance;

- Overcoming vertical silos and nonconforming behaviour;

- Reducing risks and errors;

- Improving quality;

- Improving the ability to manage and monitor;

- Increasing standardisation leading to cost reduction;

- Improving trust and confidence from management and partners;

- Creating respect from regulators and other external reviewers; and
- Safeguarding and proving value.

The organisation’s need for ICT management best practices is influenced by internal and external
factors. Internal factors relates to, infer alia, the need for safety of information stored on ICT
infrastructures, increased productivity through reusable processes, and increased quality in man-
aging ICT. The factors are important as just one successful security breach, theft, error, hack, or
virus attack on a company’s ICT can result in serious financial and reputation damage (Cordis,
2007). External factors, such as the introduction of Sarbanes-Oxley Act in the USA and King 2
Report in SA, enhance corporate governance through measures that will strengthen internal
checks and balances and, ultimately, strengthen corporate accountability. Effective governance
over ICT has become the law for many companies (IT Governance Institute, 2004).

A brief overview of the four frameworks is presented in Table 1, which presents each framework
and its benefits to the organisation.

Table 1: ICT Management Frameworks and benefits

FRAMEWORK BENEFITS

ITIL provides a systematic and professional approach to the management of
IT service provision. Adopting its guidance offers users a huge range of bene-
fits that include:

- Reduced costs

- Improved IT services through the use of proven best practice proc-
esses

- Improved customer satisfaction through a more professional approach
to service delivery

- Standards and guidance
ITIL - Improved productivity
- Improved use of skills and experience

- Improved delivery of third party services through the specification of
ITIL as the standard for service delivery in services procurements

The current version of ITIL, which is version 3 replaces the version 2 since
May 2007 and is structured in the following five publications:

- Service strategy
- Service design
- Service transition

- Service operation

Continual service improvement

Source: Best Management Practice (2007).
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FRAMEWORK BENEFITS
COBIT supports IT governance by providing a framework to ensure
that:
- IT is aligned with the business
- IT enables the business and maximises benefits
- IT resources are used responsibly
COBIT - IT risks are managed appropriately

A view, understandable to management, of what IT does

Clear ownership and responsibilities, based on process orienta-
tion

Shared understanding amongst all stakeholders, based on a common
language

Source: IT Governance Institute (2007).

CMMI

CMMI provides the following benefits:

Efficient, effective assessment and improvement across multi-
ple process disciplines in an organisation

Reduced training and assessment costs

A common, integrated vision of improvement for all elements
of an organisation

A means of representing new discipline-specific information in
a standard, proven process improvement context

Source: Orange Tree Projects Solutions (2007).
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FRAMEWORK BENEFITS

ISO 17799 offer an excellent framework for those developing or en-
hancing their organisation’s security, tangible benefits are:

- A valuable framework for resolving security issues

- Enhancement of client confidence and perception of the organi-
sation

- Enhancement of business partners’ confidence and perception
of the organisation

- Provides confidence that the organisation has managed risk

- Enhancement of security awareness within an organisation

IS0 17799

- Assists in the development of best practice

- Can often be a deciding differentiator between competing or-
ganisations

- Better protection of the company’s confidential information;
- Reduced risk of hacker attacks
- Faster and easier recovery from attack

- Structured security methodology that has gained international
recognition

Source: 7Safe (2007).

The combination of computers, databases, and telecommunications, especially the Internet, pro-
vide managers with an incredible number of options for improving the way organisations func-
tion. It is likely that technology will play a major role in the design of an organisation and the
way in which it operates. As a result, management of the organisation implies the management of
ICT. The key to success with technology is not the technology per se, but the ability to manage it
well (Lucas, 2005, p. 5, 422).

The key to implementing an information management technology framework is to add structure
to unstructured information, to address elements such as Access Controls, System Security, Stor-
age, and Monitoring and Compliance (Blalock, 2005). Therefore, combining different best prac-
tices from various frameworks in one single framework is an option to ensure adequate manage-
ment practices, especially for organisations that rely more on ICT resources such as banking or-
ganisations.

Research Design

Given the need for direct interaction with practitioners in the ICT management field, and the pos-
sibility of grasping first hand touch on what is being done by different commercial banks in rela-
tion to the use of ICT Management Frameworks, the qualitative research method was selected for
the purpose of this study. This is based on the fact that information from one organisation is dif-
ferent from another, but all address the same concept of ICT management using ICT Management
Frameworks. An exploratory research approach, which is undertaken in cases where very little is
known about the research topic under study, was followed (Bless & Higson-Smith, 2004, p. 37).
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Concerning data collection techniques, apart from reading published materials on ICT manage-
ment and different frameworks, which constitute the secondary data, the selected technique for
primary data collection was semi-structured interviews (including personal and mini-group inter-
views) that regroup together participants (two to six people) who are experts in ICT management
at the same organisation to discuss the research topic.

Mentioning the advantage of using semi-structured interviews, Welman and Kruger (2005, p.
161) indicate that in the semi-structured interview the interviewer is allowed to use probes with a
view to clearing up vague responses or to ask for elaboration of incomplete answers. Such probes
may vary from “Why?” to “Could you elaborate on this?”” The respondent may be given the nec-
essary encouragement to proceed. It provides the opportunity to discuss with practitioners face-
to-face, with the possibility of reviewing their framework on-site, clear any misunderstanding,
and reordering questions to facilitate the flow of discussion and prevent any deadlock or misun-
derstanding that could occur.

Research Participants

For the purpose of this study, the participants included people from the four major commercial
banking organisations operating in South Africa, which are represented by their senior ICT man-
agers and employees with in-depth knowledge of ICT Management Frameworks and their appli-
cation in the banking organisations. For the purpose of confidentiality, alphabetical letters (A, B,
C, D) were used to represent participating organisations as presented in Table 2.

The selection of the four participating banking organisations is based on the fact that these or-
ganisations are the major commercial banks in the country; they have large banking ICT infra-
structure and have more concern about the management and security of these infrastructures than
other banks that are not selected for this study.

The method applied to get the practitioners from the organisation is purposive or judgmental
sampling, which is a type of non-probability sampling technique in which the researcher selects
the units to be observed on the basis of his or her own judgment about which ones will be the
most useful or representative (Bless & Higson-Smith, 2004, pp. 86 — 93).

Table 2: Research participants targeted sample

N° | BANK PARTICIPANTS ],r)ggﬁl\%%lﬁlﬁECTION
01 | ABANK Three Semi-structured interview
02 | BBANK Two Semi-structured interview
03 | CBANK One Semi-structured interview
04 | D BANK Zero -

A total of six practitioners in ICT frameworks at three different banks constituted the sample for
this study.

Considering the information in Table 2, the four banks constituted the 100% base of participants;
the participation rate was 75% (3 x 100 / 4). One bank (D Bank) was part of a restructuring proc-
ess during the data collection and, therefore, was unable to participate.
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Necessity for Integrated Framework

With the view that ICT within an organisation should be regarded as an integrated infrastructure
that combines direct and indirect resources (Araya et al., 2007), so is the necessity of its man-
agement. This is especially true in an industry that intensely relies on ICT infrastructure for its
operations, such as the banking industry that connects internal and external customers nationally
and internationally. The integrated framework should be able to address not only the direct tech-
nological part of ICT infrastructure, but also other elements that contribute to ICT success such as
the objectives and vision of the organisation that dictate the ICT strategies. The latter allows the
section of ICT Management Frameworks that guides the organisation to assess and manage its
internal ICT infrastructure and allows the assessment of different partners that the organisation
transacts with.

Summary of Findings

ICT Management Frameworks benefit banking organisations in different ways, and their applica-
tions depend on the individual bank’s understanding. For example, one bank observed has gone
on to create its own framework by combining different best practices from key ICT management
frameworks such as ITIL, COBIT, and CMM.

In general, through this study the researcher has observed that:

e There is diversification in the use of ICT Management Frameworks to manage ICT infra-
structures in the SA banking industry; these include COBIT, ITIL, CMM and CMMI, which
are the most used.

e A minority of organisations operating in the SA banking industry think of the integration of
best practices found in different frameworks into a single framework for integrated manage-
ment of ICT infrastructure.

e There is no reference to ISO 17799 in the management of ICT infrastructure from all three
banking organisations. The reason for this is that they find it easier to use another security
standard such as The Standard of Good practice in Information Security, which is agreed by
members of the Information Security Forum as the comprehensive best practice, but custom-
ise it with reference to ISO 17799 standard for internal use.

e The role played by individual frameworks depends on each bank’s own needs and differs
greatly between the banks. As a result of these differences, the benefits are measured ac-
cording the individual bank’s purpose of framework implementation.

Exploring an Integrated
ICT Management Framework

Among participating organisations, only one organisation has created a single framework for
managing ICT. However this framework addressed technical factors that are related to ICT infra-
structure. Capabilities supporting ICT such as presented below are excluded from the framework:

- Human factors, such as training and development;
- Management practices and culture in ICT management; and
- Business objectives that shape ICT objectives and orientation.

Failure to incorporate these elements in ICT management may create inconsistency in recovering
from incidents. The failure of ICT during the operations or in sustaining business objectives is not
necessarily technological driven but also includes incompetence or lack of required skills, organ-
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isational culture in ICT adoption and development, and the link between business and ICT efforts.
Therefore, including these elements can create an effective integrated view of ICT and organisa-
tional resources.

To the question of elements of focus that need to be considered when developing an ICT Man-
agement Framework the following elements have been presented by the participants:

Understanding business;
Understanding business process;
The infrastructure needed;
Development tools;

Service management;

Security;

Integration; and

Consideration business requirement for the bank, such as 24 hours business operations as
the Internet banking is to be taken in consideration.

To the above-mentioned elements, other important elements can be added such as:

Business objectives that direct the efforts of the ICT;
Business stakeholders who need to be linked to the organisational ICT infrastructure;

Management practices in managing organisational and ICT efforts, such as control and
monitoring of ICT operations, policies, change management, measurements methods and
metrics, and adoption of best practices;

Technological infrastructure in general; and

Integration practices.

After considering the above elements, the following framework presented in Figure 1, was con-
ceptualised. This framework includes different core elements of focus and related best practices
attached to each from various frameworks.

46



Tshinu, Botha, & Herselman

BUSINESS’ VISION AND
OBJECTIVES

ICT STRATEGIES

SERVICES AND PROCESSES INTEGRATION
POLICIES AND INFRASTRUCTURE
w
B g E % 7)) o
- o
©n n E g @ X ':t 2 E ‘l-;J) <zt
& 4 Z || < oo B 2
: 5B (B[S, | SBS|ad |3 |4
Sl 4 Elce |l 2| B2 |[EeB| 2 2. |8 E
5 Sl 2|22 | E|lar || 222 | ac || 2& |5 |2
(- =l a o 9 =z Zq S| g w o &
E Sl » n O > <0 wnz | Wz o |2
= | 7 wo < w5 U Ol =S 55 || (=
o Al w Z < o O = t = 5 m 2 [=
Q d 4 n o a < % E 9 (<) = %. S N Q
= a | B zoz= | 52 = 5
y | Z|e | 222|852 |°
o < | “ ws | ®a | o
(&) g - o
INFRASTRUCTURE DEVELOPMENT, IMPLEMENTATION,
MAINTENANCE AND SUPPORT (OPERATIONS AND
INFRASTRUCTURE MANAGEMENT)
ORGANISATIONAL STRUCTURE, ICT MANAGEMENT
PRACTICES AND CULTURE
Legend

Organisational aspects

Organisational and technical aspects

Technical aspects

Technical area for frameworks

Figure 1: Elements of consideration when developing ICT Management Framework
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Figurel can be explained as follows:

48

The adoption of ICT management best practices or frameworks is a managerial task.

Business’s vision and objectives are the reason for business to implement the ICT infra-
structure. These frameworks are the starting point for ICT strategies, and also the selec-
tion of ICT Management Frameworks.

COBIT and CMM best practices are adopted to manage the business activities in general,
not only the technical aspects of ICT infrastructure.

ITIL and ISO 17799 are the technical frameworks that help the management of ICT in-
frastructure, from the development to operations. An organisation still needs COBIT and
CMM even in the technical part of the ICT.

Organisational structure, ICT management practices, and culture are the important ele-
ments of consideration and the basis on which the adoption and development of ICT
Management Frameworks should focus. If the culture, structure, and ICT practices does
not allow for innovation and adoption of best practices, the implementation of ICT Man-
agement Frameworks will not be a successful project.

When developing and implementing ICT Management Frameworks, the ICT department
needs to address issues related to:

¢ Business partners, which include customers, suppliers, retailers, and other stake-
holders who have access to organisational ICT infrastructure on site or using re-
mote access (this includes even contractors);

e Core business and related processes; this includes the understanding of the organ-
isational activities and processes to complete them;

e Data and data infrastructure; it includes the organisation of data used for business
purpose, and infrastructure used to capture, store, manage, publish, archive, and
remove the data;

e Software and related applications used; it includes the understanding of business
applications (standard and special purpose) software management practices used
to process the business information;

e Hardware, network, and related communication technologies; these look at the
hardware side of equipment used in processing and transmission of information
across the stakeholders;

e Security measures and related development processes; the security in banking in-
dustry is a major concern. As such, addressing security issues starts from the de-
velopment process (each phase) to daily management of ICT, to ensure that risks
are if not totally removed, but minimised at low rate of occurrences;

e ICT structure, ICT personnel skills, and budget adoption.

Organisational structure, culture, and ITC management practice are the elements that
stimulate organisations to adopt best practices; these include the skills of dealing with re-
sistance as employees tend to avoid technological innovations as they feel that their
physical and intellectual knowledge will be less required as a consequence of losing their
positions. They are also the driving forces behind the innovation and adoption of best
practices.
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- Measures and strategies on ICT infrastructure development, implementation, mainte-
nance, and support during operations are of great importance. It is required for banks to
deliver their services 24 hours a day or ensure quick recovery if an incident occurs; these
measures will help to develop action plans to ensure continual delivery of information.

- Finally integrating all these elements to converge to sustainability and achievement of
business objectives is of great concern when developing and implementing a single ICT
Management Framework, especially when collecting best practices from different
sources.

The flow of information to arrive at integrated ICT management can be found in the value dia-
gram presented in Figure 2. This diagram is self explanatory with the different components feed-
ing the “integration practices”. The use of specific ICT management best practices will be deter-
mined by specific organisational needs and skills.
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Value of this Study

The conceptual frameworks presented in Figures 1 and 2 are valuable to the practitioners and
banks who participated, in different ways:

- Firstly, it allows them to identify the core elements that identify different core compo-
nents that they have to identify, collect, and effectively manage to ensure their focus
when implementing ICT Management Frameworks;

- Secondly, it helps the banks understand that ICT frameworks are not standalone compo-
nents in managing ICT infrastructure, but needs to be aligned with other components of
the organisation such as management practices, culture, and business objectives to ensure
better results in managing ICT.

As mentioned by Thiadens (2005, p. 362), the application of ICT should contribute to the objec-
tives of an organisation. ICT contributes to the achievement of these objectives as it enables effi-
cient and effective working procedures. The use of ICT is also able to support the production of
new products and/or services or improve control of the organisation or the group of organisations
of which it is part.

Conclusion

This article addresses the question of ICT Management Frameworks usage in the South African
(SA) major commercial banking organisations and explores a framework that integrates different
major components that need to be considered when developing a framework.

The use of ICT Management Frameworks in managing ICT infrastructure by commercial banks is
not a new topic, but the integration of various best practices addressing an integrated ICT infra-
structure is. The integrated framework will facilitate the creation of a holistic view for managing
an integrated ICT infrastructure that can allow for a simple and holistic view in managing ICT
infrastructure to minimise cost in preventing repetitive efforts of separating different frameworks
and allow for the consideration of other ICT non-technical elements.

The success of the organisation in the adoption of ICT infrastructure is not just a question of the

technology itself, but how effectively the organization manages the ICT infrastructure and aligns
it with its business objectives. This includes the adoption of best practices presented in different
ICT Management Frameworks and applies the infrastrucutre in an integrated way.
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